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Bad Guys
Script kiddies
hobby and peers

Hacktivists

Organised and 
cyber-criminals
financial gain

State Sponsored



Technical
Infrastructure
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Fraud Eco System (choose your career)
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Communication
Fraud forum / chat room

User Account

Tools Hosting Delivery Mules Drops Monetizing



“Drive by” download



The bad guys after passwords…



The bad guys after passwords…

Daily Telegraph's
website hacked
700,000 e-mail 

addresses and user 
passwords leaked

7th of March 2009

The Hotmail account of UK MP Jack 
Straw was compromised and an 
email sent to everybody in his 

address book. The email  claimed 
that Jack had lost his wallet whilst 

on charity work in Africa and 
needed $3,500 to get home



MI6 case….



Social Networking and information leakage

540 in Investec Group
67 in Investec Employees
48 in the ex-Investec Group (A self help group that understands what it was 
like)



Keep you own privacy ----- only 20% change these 
settings!

82/200



“OMG I HATE MY JOB”



"ma job it pointLESS”

“disrespect and 
dissatisfaction shown 

undermined the 
employer-employee 

relationship and made it 
untenable”. 

implied conditions of employment – conduct that may bring employer into disrepute;
any defamatory or negative comments made about your employer in a public forum

including conduct outside of work



Advertise you’re away



Know your contacts
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Communication
Fraud forum / chat room

User Account

Tools Hosting Delivery Mules Drops Monetizing



Fraud Eco System (or choose your career)

****



Genuine Fakes



Investec’s first Phish – November 2007

www.9lifefitness.co.za/some/investec.com/inv.html

X-URL: mail2web.com/
From: "secure@investec.com" <secure@investec.com >
Sender: michellen@moyo.co.za





SARS scam



padlocks



LATEST ATTACKS – ONLY WEEKS OLD

Viewed on a clean PC Viewed on an infected PC

Additional Fields 
injected by Trojan

Genuine URL!



Monitoring

Internet

Web 
Monitorin
g

Business Sites

Hacker

Offensive

List of
Web Sites



The majority of sites on the Internet are pornography 
related --Some of them are easier to find than others…

White House
for kids

Children in the 
White House

Pets in  the 
White House

www.whitehouse.gov www.whitehouse.com



Blocking



Denial of service – being a good cyber citizen

Resulted in Persimmons 
receiving 200 emails / minute



Information leakage  ----- it’s not IT



Information leakage  ----- it’s not IT

R12,8M



Information leakage  ----- it’s not IT

HSBC £3.2M / R42M

“found that large amounts 
of unencrypted customer 
details had been sent via 
post or courier to third 
parties. Confidential 
information about 
customers was also left on 
open shelves or in unlocked 
cabinets”

1,917 
Client
details

180,000
Client
details



Information leakage  ----- it’s not IT
Clean Desks….



Data Protection Act / Protection of Personal Information Act

1. Obtain and process data fairly and lawfully

2. Store data for specified and legitimate purposes

3. Data is adequate, relevant and not excessive in relation to the 
purposes for which they are stored

4. Data is accurate and, where necessary, kept up to date;

5. Data is preserved in a form which permits identification of the data 
subjects for no longer than is required for the purpose for which those 
data are stored. 

6. Data is processed in line with your rights

7. Data is kept secure (“appropriate security measures shall be taken”)

8. Data is not transferred to other countries without adequate protection



Payment Card Industry

• Build and Maintain a Secure Network

• Protect Cardholder Data

• Maintain a Vulnerability Management 
Program

• Implement Strong Access Control Measures

• Regularly Monitor and Test Networks

• Maintain an Information Security Policy



Policies –
Acceptable Usage / portable devices / password / Web…



Acceptable Usage
• At all times, protect the confidentiality of client , counterparty, business 

and IT information obtained in the course of perfor ming all Investec 
functions.

• At all times, respect the legal rights related to “i ntellectual property”
belonging to Investec as an organisation and to non -Investec 
organisations/persons.

• Use Investec computers, networks and other informat ion resources for 
legitimate business purposes, however, limited, rea sonable personal use 
of email and the internet is acceptable

• Don’t bring Investec into disrepute

• Use appropriate passwords (8 characters)

• Physically protect hardware (screen savers/locks/

• Clear desk (don’t leave sensitive information where it can be copied/stolen)

• No confidential information to leave building unencrypted

• Don’t access or send offensive, obscene, pornographic or harassing material

• Don’t access social networks, chatrooms, blogs, Webmail, etc from work

• Don’t bypass our controls (3G, GotoMyPC, Modems, iBurst, etc)



Common Sense

Encrypt all sensitive and client information off si te

Use strong passwords and don’t share

Report incidents and losses to service desk 3355

Unsolicited emails and links in emails

Think! – will this look bad if seen by a client?

Do not trust anybody who phones

Backup

No unauthorised installations

Be careful what you publish on the Internet



Security applies at home as well !

Free Anti-virus programs
– Free Anti Virus http://www.free-av.com/
– AVG http://free.grisoft.com/

Personal Firewalls (some free or pay extra for upgrade with more functionality)
– ZoneAlarm: http://www.zonelabs.com Free/ $40

http://www.zonealarm.com/store/content/dotzone/freeDownloads.jsp
– Black Ice http://blackice.iss.net $39
– Kerio http://www.sunbelt-software.com/Home-Home-Office Free/$10

Combined products:
– http://www.symantec.com/norton/index.jsp £40.
– http://www.mcafee.com/myapps/is5/default.asp £40

PC Cleaners
– SpyBot S&D http://www.safer-networking.org/ Free
– Adaware http://www.lavasoftusa.com/products/ad_aware _free.php Free
– Also check out site www.grc.com to test your existing PC to see how vulnerable you are.

Browser Blockers:
– WeBlocker

Update you PC
– http://windowsupdate.microsoft.com



Questions? 

David.Cripps @ Investec.co.uk


